2 Collaboris

DocRead for SharePoint 2013 & 2016

System Administrator’s Guide

Version 3.5




Contents

1 Intended Audience 2
2 Install DocRead on a SharePoint Server Farm 3
2.1 Prerequisites 3

2.1.1Requirements for DocRead 3

2.1.2Requirements for the Notifications Scheduler 3
2.2 Introduction 3
2.3 Download DocRead from the Collaboris Site 3
2.4 Run the Installer 4
2.5 Deploying from Central Administration 7
2.6 Administration and Initial Database Set Up 11

2.6.1Database Settings 11

2.6.2DocRead Global Settings 13

2.6.3Default DocRead Messages 16

2.6.4Readership Terms and Conditions 18
2.7 Licensing 19
2.8 DocRead Reporting Tool 19
2.9 Collaboris Notification Scheduler 21

2.9.1Decide where to install the Notification Scheduler 21

2.9.2Install the Collaboris Notification Scheduler 21

2.9.3Configure the Collaboris Notification Scheduler 23
2.10 Installing the Charting Web Parts 27
3 Activate and configure DocRead on a SharePoint site 29
3.1 Activate DocRead Site Collection Features 29
3.2 Activate DocRead Functionality 29
3.3 DocRead Site Settings 30
4 User Management 34
5 View and Manage the Event Logs 37
6 Upgrade DocRead to anew Version 39
6.1 Pre-upgrade check list. 39
6.2 How to back-up the databases 39
6.3 Steps to upgrade DocRead 39
6.4 Upgrading the Collaboris Notification Scheduler 44
7 Uninstall 45
7.1 To Uninstall DocRead from your Server Farm 45
7.2 To Uninstall the Collaboris Notification Scheduler 46
8 Support a7

@ Collaboris | Docread for SharePoint 2013 & 2016 : Installation Guide Page 1



1 Intended Audience

This document is intended to be read and used by a SharePoint Farm Administrator who
wishes to:

Install\Uninstall DocRead to a SharePoint Server Farm.

Upgrade DocRead.

Manage DocRead licence keys.

Activate and Configure DocRead on a SharePoint site.
View and manage event logs.

View and manage users and user licences.
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2 Install DocRead on a SharePoint Server Farm

2.1 Prerequisites

Before using this guide, please ensure your SharePoint Farm meets the minimum
requirements as stated below:

2.1.1 Requirements for DocRead

e Operating system - DocRead can be installed on all operating systems supported by
SharePoint 2013 Foundation Edition (and above) and also all SharePoint 2016
editions.

e Browser Client - The Browser Client requirements are exactly the same as for
Microsoft SharePoint 2013 & 2016, i.e. Microsoft Internet Explorer 8 or above. Please
see this document for more information on  browser  support:
http://technet.microsoft.com/en-us/library/cc263526.aspx

e Software - DocRead requires the following software to be installed and correctly
configured:

o Microsoft SharePoint Server 2013 Standard, Enterprise or Foundation or
Microsoft SharePoint 2016 (all editions).

o SQL Server 2008 R2 or above (for the DocRead database).
o .Net4.0is required on all Web Front Ends and Application servers.

2.1.2 Requirements for the Notifications Scheduler

e Operating System - The Notification Scheduler requires a 64 bit operating system that
can connect to the SQL server containing the DocRead Database. These operating
systems are all supported: Windows server 2008 64bit, Windows 2008 64bit R2 or
Windows Server 2012, Windows Server 2012 R2.

e Software
o .Net3.5SP1.
o SQL Server 2008 or above (for the Scheduler database)

2.2 Introduction

DocRead is a document acknowledgement system for SharePoint 2013 & 2016 that actively
targets content to groups of users and allows them to explicitly acknowledge that they have
read and understood it.

This guide is intended to walk you through the process of installing DocRead on your
SharePoint server farm.

2.3 Download DocRead from the Collaboris Site

You can skip this step if you have already been provided with a copy of DocRead or been
given an alternative URL by Collaboris.

1. Navigate to the DocRead download page at:
https://www.collaboris.com/products/docread/ and click the ‘download trial’ button.
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2. Enter your details into the form displayed.

3. Versions to support SharePoint 2010 (Server and Foundation) and SharePoint 2013
(Server and Foundation) and SharePoint 2016 are available.

4. Download and save the installation files to a server in your target SharePoint Farm. (An
application server is recommended).

2.4 Run the Installer

Important Note! During the installation and configuration of DocRead your SharePoint Farm
may become temporarily unavailable for a short period. We strongly recommend that you
perform these steps outside of normal business hours.

1. Log on to the SharePoint server where the Central Administration site is installed (this is
normally your SharePoint application server). The logged on user needs to be a local
server administrator and a SharePoint Farm Administrator as well.

2. Copy the downloaded ZIP file to a local folder and unzip its contents.

3. The contents of the ZIP file are:

a. DocRead 2013 & 2016 Folder

i. DocReadSetup64.msi - The installer that deploys DocRead to the
SharePoint Farm.

ii. Setup.exe - The bootstrapper required to start the installer. This will be the
file that you need to run to install DocRead.

b. DocRead Scheduler Folder

I. Collaboris.Scheduler.Installer64.msi - The installer for the email
notification engine.

ii. Setup.exe - The bootstrapper required to start the installer. This will be the
file that you need to run to install the Scheduler.

4. Under the DocRead 2013 & 2016 folder right click Setup.exe and select ‘Run as
administrator’ to start the installation wizard.
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The DocRead installer set up wizard will now run.

Welcome to the DocRead Setup Wizard (

. Collaboris

D OC R e a d The inztaller will guide you through the steps required ta install DocRead on vour computer.

‘WARNMIMG: This computer pragram is protected by coppright law and international treaties,
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civi
of criminal penalties, and will be prozecuted to the masimum extent possible under the law.

< Back | Cancel | | < Back | | Mext > |

5. You must read and accept the Licence Agreement terms and conditions by choosing ‘I
Agree’, then click ‘Next’.
License Agreement ( ‘

Please take a moment to read the license agreement now. If you accept the terms below, click "l
Agree”, then "Next". Otherwise click "Cancel”.

End User Licence Agreement
(last updated 15th November, 2016)

THE TERMS AND CONDITIONS SET OUT IN THIS END USER LICENCE
AGREEMENT (“LICENCE”) FORMS A LEGAL AGREEMENT BETWEEN THE
LICENSEE (AS DEFINED BELOW) AND COLLABORIS LIMITED (COMPANY v

O | Do Not Agree ® | Agree

[ Cancel ‘ | < Back I I Next > I

6. Select the correct location to install DocRead. The default location is C:\Program
Files\Collaboris\DocRead\

Select Installation Folder (

The installer will install DocRead to the following folder.

Toinstallin this folder, click “"Nest". To install to a different folder, enter it below or click "Browse'"

Folder

C:\Program FileshCollaboris\DiocRead. Browse...

7. Choose whether you want the installer to deploy the solution to SharePoint (recommended)
or you want to manually deploy it from central administration later (see section 5).

@ Collaboris | Docread for SharePoint 2013 & 2016 : Installation Guide Page 5



Note: Selecting ‘Deploy Solution to SharePoint’ will cause IIS to restart on all web front
ends which means that all your sites will be temporarily unavailable. We recommend that
this is completed outside business hours to minimise disruption.

Installation Options C)

The installer can automalically deploy DocRead to SharePoint. Thiz will cause a reset on the web
server with a conesponding temporary loss of service. If you leave this option unchecked you will be
required to manually deploy the solution from central administration. IMPORTANT! wWhen upgrading
DocRead a temporary loss in service will akways be encountered,

[+ Deploy solution to SharePoint ?

Cancel | | < Back | | Mext >

Note: If you are upgrading DocRead from a previous version then ‘Deploy solution to
SharePoint’ is ignored as the solution already exists. This will cause all of your sites to be
temporarily unavailable.

8. Confirm that you wish to proceed by selecting ‘Next'.

Confirm Installation C)

Depending on the size of pour SharePaint farm this install operation can take several minutes to
complete. Do you want to proceed?

< Back, | | Nest >

Cancsl
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9. The programs will now install. Depending on the size of your Farm, this may take several
minutes.

Installing DocRead C

DocRead is being installed.

Please wait...

< Back JUENTSY

10.When completed you will receive an ‘Installation Complete’ screen. Click ‘Close’ to exit.

Installation Complete C

DocRead has been successfully installed

Click "Cloge" to exit.

Please uze Windows Update to check for any critical updates ta the NET Framewaork.

Cancl < Back,

TIP: During installation, a log file is generated which can be found in the installation folder. The
log file is named ‘InstallLog{6-digit code}.log’ and can be useful when troubleshooting.

2.5 Deploying from Central Administration

You can skip this section if you have already deployed the software during the installation
process as shown in section 2.4.

Note: Selecting ‘Deploy Solution to SharePoint’ will cause IIS to restart on all web front
ends which means that all your sites will be temporarily unavailable. We recommend that
this is completed outside business hours to minimise disruption.

1. In Central Administration go to ‘System Settings’ and select ‘Manage Farm Solutions’.
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H> System Settings

Central Administration
o @ Servers
Application Manage servers in this farm = Manage services on server
Management
System Settings Li___j'j E-Mail and Text Messages (SMS)

Configure outgoing e-mail settings

Manitoring Configure incoming e-mail settings = Configure mobile account

Backup and Restore

Securi @ Farm Management
ecunty Configure alternat 55 mappings  Manage farm features

Upgrade and Migration Manage farm solutions  Manage user solutions

. Configure privacy options | Configure cross-firewall access zone
General Application

Settings

2. Select ‘collaboris.sharepoint.common.solution2013.wsp’ (this is the same even if you are

using SharePoint 2016).
Solution Management o
Central Administration Mame Status Deployed To
Application collaboris.readership.charting.solution2013.wsp Mot Deployed MNone
Management collaboris.readership.solution2013.wsp Not Deployed MNone
System Settings collaboris.sharepoint.common.solution2013.wsp h Mot Deployed Mone
Monitoring

3. Then click ‘Deploy Solution’.

H> Solution Properties

Central Administration /

Deploy Solution | Remove Solution | Back to Solutions

Application
Management
System Settings Mame: collaboris.sharepoint.commen.solution2013.wsp
Monitoring Type: Core Solution
Backup and Restore Contains Web Application Resource: Mo
Contains Global Assembly: Yes

b

4. Select the most convenient deployment time for yourself and click ‘OK’ to return to the
‘Solution Management’ page.

Note: You can deploy the solution either immediately or you can choose to deploy at a
specified time.
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D

Central Administration

Application
Management

Systemn Settings
Monitoring

Backup and Restore
Secunty

Upgrade and Migration

General Application
Settings

Apps
Configuration Wizards

Deploy Solution o

Solution Information

Information on the solution you
have chosen to deploy.

Deploy When?

A timer job is created to deploy
this solution, Please specify the
time at which you want this
solution to be deployed.

Deploy To?

The solution contains no Web
application scoped resource, and
therefore cannot be deployed to
a particular Web application. It
can only be deployed globally.

Mame: collaboris.sharepoint.common.solution2013.wsp
Locale: 0
Deployed To: Mone

Deployment Status:Not Deployed

Choose when to deploy the solution:

e

® Now
O At a specified time:
[ ] 8]

This solution deploys globally.

‘Warning: Deploying this solution will place assemblies in the
global assembly cache. This will grant the solution assemblies full
trust. Do not proceed unless you trust the solution provider.

‘ QK ‘ ‘ Cancel

5. Select ‘collaboris.readership.solution2013.wsp’ (again, this is the same even if you are
using SharePoint 2016).

s

Solution Management o

Central Administration Name Status Deployed Te
Application collaboris.readership.charting solution2013.wsp Not Deployed MNone
Management collaboris.readership.solution2013.wsp h Not Deployed Ll
System Settings collaboris.sharepoint.common.solution2013.wsp Mot Deployed None

Monitoring

6. Click ‘Deploy Solution’.
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Central Administration

Application
Management

Systern Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application

Solution Properties

Deploy Solution | Remove Solution | Back to Solutions

Mame: collaboris.readership.solution2013.wsp
Type: Core Solution

Contains Web Application Resource: Mo

Contains Global Assembly: Yes

Contains Code Access Security Policy: No

Deployment Server Type:
Deployment Status:

Front-end Web server
Mot Deployed

7. Select the most convenient time for yourself and click ‘OK’. You will need to ensure that
the common solution is already fully deployed before installing this solution.

D

Central Administration

Application
Management

Systemn Settings
Monitoring

Backup and Restore
Secunty

Upgrade and Migraticn

General Application
Settings

Apps

Configuration Wizards

Deploy Solution o

Solution Information

Information on the solution you
have chosen to deploy.

Deploy When?

A timer job is created to deploy
this solution. Please specify the
time at which you want this
solution to be deployed.

Deploy To?

The solution contains no Web
application scoped resource, and
therefore cannot be deployed to
a particular Web application. It
can only be deployed globally.

Name: collaboris.readership.solution2013.wsp
Locale: 0
Deployed To: Naone

Deployment Status: Mot Deployed

Choose when to deploy the solution:

® Now
(O At a specified time:
|8/2/2013 L=

This solution deploys globally.

Warning: Deploying this solution will place assemblies in
the global assembly cache. This will grant the solution
assembilies full trust. Do not proceed unless you trust the
solution provider.

‘ OK ‘ ‘ Cancel ‘

8. Before proceeding, please ensure that both solutions are deployed with no errors.
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2.6 Administration and Initial Database Set Up

Once you have successfully downloaded and installed DocRead on your SharePoint Farm you
need to configure DocRead using new menu options in Central Administration.

Note: You need to ensure that you are logged into Central Administration as a Farm
Administrator to be able to complete all aspects of the following set up procedure. You will
also need to create a service account in AD to be used by the scheduler service.

Go to SharePoint Central Administration and locate the new Collaboris Settings section in the
default landing page.

sk

Central Administration

Application [ E Application Man.agn_ement 5 - System Settl'ng_s )
Management 13 Manage_web appl_n:atlons \ Manage servers in this farm

: Create site collections Manage services on server
System Settings Manage service applications Manage farm features
Monitoring Manage content databases Configure alternate access mappings

. =
Backup and Restore 'l"\fL, Monitoring 3‘&1 Backup and Restore
Security |‘\| Review problems and solutions L &3 perform a backup
Check job status =* Restore from a backup

Upgrade and Migration Perform a site collection backup

General Application

P -
Settings [ ] Security : .
- \) Manage the farm administrators group Upgrade and Migration
Apps Configure service accounts *QI Convert farm license type
o . Check product and patch installation
Collaboris Settings status

Configuration Wizards I General Application Settings Check upgrade status
& Configure send to connections

Configure content deployment paths and

jobs Apps
Manage form templates Manage App Catalog
Manage App Licenses

. ) Monitor Apps
. Collaboris Settings

Database settings

Global settings +, Configuration Wizards
Licensing <¢}\
Event logs

2.6.1 Database Settings

DocRead requires the creation of two SQL Server databases:

a. Main DocRead database - stores all the information required to assign and process
tasks.

b. Scheduler database - stores scheduling information used by the scheduler service
to send notification emails.

Completing the steps in this section will result in the creation of both databases automatically.

1. Within the Collaboris menu, select ‘Database settings’.
2. Enter database (SQL) server (the default server used by your Farm will be pre-populated).

3. Enter your DocRead database name, please note this should be a unique database name,
not contain any special characters and be less than 255 characters long.
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4. Enter your Scheduler database name, again please note this should be a unique database

name, not contain any special characters and be less than 255 characters long.

5. Enter the name of your scheduler service account (see note below). This needs to be in

the format domain\username.

This will ensure the correct permissions are granted.

Note: The scheduler service account will be granted the correct privileges over the DocRead
and Scheduler databases. When you configure and install the DocRead Notification Scheduler
service, please ensure you use this account as the identity that the windows service runs as.

Collaboris Database Configuration Settings o

Contral Administratxsn Celaboris Database Server Sectngs
’ .
Trancy the nase oF T Sutalroe SEVEY LSed I DS Ihe Catabure Server:

Apphaton o N———— CLESP2012

Maragermient

System Settings Golaboris Decabate Settings
s Lot L LT e Sorci® the na=e of the Collaboriy defabese Datsbase Schema Version:
S - Supperted Database Schama Varsion: 3.0

Backup and Restone

Security Collabors Database Names

CellabonisDatabase
Upgrade and Migraticn

(e al ARpCIton Geved lee Datatate festags
Cpnring :
Seltngs Scheduler Database Name:

Soeci®y the na=e of The schediber pcoourd and datatune
Apps SchaduderDatabase
Collabedrs Settums

o ’ Scheduler Serice Account:

Confupuration Wizands ORI U e R Cun e

Ste Contents
Fowershel User Recount Senngs
P —— - - Pormerihiell Uder Ascounts
=gy he fa~e o LSS SICOUMS 10 ewtute 1N

latuiy e, Psesumed alripl

il

6. DocRead also includes some Powershell Cmdlets to help automate the creation of Line

Managers. If you wish to use these cmdlets, please specify the account(s) that you will be
doing this with to ensure the relevant permissions are granted over the database. It also
necessary to ensure that this user is also given access to run SharePoint Powershell
commands.

7. Click ‘OK’ — both databases will be created.
8. Keep a note of these values as they will be needed again when installing the Collaboris

Notification Scheduler.
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2.6.2 DocRead Global Settings

You need to specify which SharePoint web applications DocRead will be attached to. It is
highly recommended that you only select web applications that contain sites where you will
want to enable DocRead. This will ensure that you tightly govern who has the privilege to send
out tasks to users.

DocRead will also create three SharePoint timer jobs that will be used to process the reading
tasks. This allows it to scale to tens of thousands of users without seriously impacting the
performance of your Farm. The timer jobs not only look for new documents that need
acknowledging, but also monitor for new users entering or leaving your SharePoint Groups
and Audiences. This is hugely powerful as it means that once a document has been targeted
to an audience, DocRead will send tasks to new users within the group without you having to
do a thing.

The three timer jobs used by DocRead are:
¢ Readership processing: responsible for the creation and deletion of reading tasks.

e Audience synchronisation: monitors changes within the user group structures. This
ensures that should a user move between groups their completed reading task history
remains intact and new reading tasks are assigned in line with the reading
requirements of their new user group.

e SharePoint objects synchronisation: detects when a site collection, site or
document library has been deleted and removes reading tasks appropriately.

This section will show you how to attach DocRead to individual web applications and how to
configure the schedules for each timer job.

1. Select DocRead ‘Collaboris Settings > Global Settings’ page in Central Administration.

2. Click within the ‘Web Application’ box to view the available options and select the relevant
web application(s) for your Farm. You can add multiple web applications by selecting them
from the list provided.

DocRead Global Settings o

Web Application

Select a web application to attach DocRead SharePoint - portal.unitedexports.net80

3. For the next three Scheduling options select your preferred frequency for the timer jobs
used by DocRead.
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Reading Tasks Job Schedule

Specify the frequency of the process readings timer job. (U Daily ® Hourly () Run Now Only

Run every| 2 hours

Audiences Synchronisation Job Schedule

Specify the frequency of the audiences synchronisation timer job, () Daily ® Hourly () Run Now Only

Run every | 4 hours

SharePaoint Objects Syncronisation Schedule

Specify the frequency of the SharePoint objects synchronisation schedule ® Daily () Hourly () Run Now Only

Run between | 2 hours and | 4 hours

Note: Selecting ‘Run Now Only’ will only process tasks once (immediately after the ‘OK’
button is pressed) which is useful if you want to override the usual schedule, however you
must remember to reselect your usual timer settings after the tasks are processed otherwise
the timer job will not run again.

4. Enter your chosen default values for ‘Required Reading (days)’ and ‘Recommended
Reading (days)’.

Default Values
Required Reading (days):
7

Specify the default number of days for the recommended and reguired reading periods.

Recommended Reading (days):
14

These specify the number of days that each type of ‘reader’ may take to complete the
document task. Once this time has elapsed, required reading tasks become overdue.
Please note that these are calendar days, not working days and do not take account of
bank or public holidays. Therefore if you wish to allow readers 2 weeks to read a standard
document you need to enter ‘14’ in this field. These can be overridden at a later stage, on
a per document basis, by a DocRead Publisher when assigning the task to the target group
or audience.

5. Number of processing threads. This value allows you to scale up or down the number of
threads used by DocRead based on the number of CPU’s your server has.

Number of Processing Threads
Maximum Mumber of Processing Threads

5

Please select the maximum number of processing threads used by DocRead.

6. Use the drop down arrows to select your preferred user interface skin. Given that the
DocRead web parts cache this value, any changes made here will take 15 minutes to take
effect.
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|zer Interface Skins
Controls Skin

sp2013[ V|

Skin override

default-2013

Specify the name of the user interface skin to be used by all DocRead controls.

7.

If you are using a SharePoint Server edition that supports Audiences and require the option
to assign tasks using DocRead to audiences at site level then check ‘Enable Audiences’.

Audiences

Specify if audiences can be used by DocRead. If you are using SharePoint Foundation the value of this )
field should be left unchecdked. [w] Enable Audiences

Note: Enabling this audience feature on a site means that DocRead tasks will NOT be able
to be assigned to Active Directory groups or individuals on the site (other sites will be
unaffected).

Note: If you are using SharePoint Foundation then checking this box will cause DocRead to
work incorrectly.

Force View Document configures a default (global) setting specifying whether to force the
user to download a document before they read and confirm. We recommend leaving this
checked so that you can ensure users have at least opened the document before
confirming they have completed their task.

Farce View Document

Specify whether the user is forced to view the dooument before confirming. This can be overridden at )
the web level, Force View Document

9.

Click ‘OK’ to save your changes.
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2.6.3 Default DocRead Messages

On this page you can define and write the basic messages that will be displayed to users for
each step of the document approval process. Each of these ‘standard messages can be
overwritten on a per document basis using the Message Template options that will be
described later, the idea here is to set the default messages that will be received, should no
other action be taken.

1. Click on the ‘Collaboris Settings’ menu heading to go to the detailed Collaboris Settings
Menu.

. Collaboris Settings G
Database settings
Global settings
Licensing
Event logs

> Collaboris Settings

Central Administration _ /
5 _,53 Configuration

Application Global settings | Licensing Configure messages
Management Configure terms and conditions | User Management

System Settings

Monitorin [ty Monitoring
’ Event logs

Backup and Restore

Databases

Securi :
ty " Database settings

Upgrade and Migration

General Application ﬁ; Installation and Upgrades
Settings "4 Upgrade Uninstall

2. Select ‘Configure Messages’ and click ‘OK’ to save any changes you make, or click ‘Cancel
to accept the default text.
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DocRead Messages o

Completed Readership

Message displayed to a user to indicate that the reading task for a spedific Title
document has already been completed. Reading Completed
Message

You indicated that you have already read this document.

Deleted Reading

Message displayed to a user when a document associated with a reading task has Title
been deleted, Reading Task Deleted
Message

This document has been deleted. You are no longer required to read this
document.

3. Receipt messages.

These messages are displayed when a readership confirmation receipt is issued. A positive
receipt message is issued when a reader confirms that they have completed a readership task.
A negative receipt message is issued when a reader does not complete a readership task and
that task is then deleted.

Receipt Messages
Information message displayed in the reading receipts. POS!tI\fe receipt mess_age - -
This document certifies that the user "{Fields.UserName}" has confirmed

reading the document "{Fields.DocumentTitle}" on the date:
{Fields TaskCompletionDate}.

Negative receipt message

This document confirms that the user “{Fields.UserName}" has failed to
complete the task to read the document "{Fields.DocumentTitle}".

Simple messages are provided as an initial default position, however you may wish to amend
or change these to suit your business or circumstances.

The ‘tokens’ (shown as in the table below) are replaced by actual values when generated.

@ Collaboris | Docread for SharePoint 2013 & 2016 : Installation Guide Page 17



Token Description Example of value

{Fields.DocumentTitle} Title of Computer Use Policy
document
{Fields.DocumentName} Name of Computer Use Policy
document
{Fields.DocumentUrl} Address of | http://company/DocRead/ComputerUsePolicy.doc
document
{Fields.DocumentVersion} Document 2.1
version

{Fields.DocumentBusinesslid} | Document 102536
ID

{Fields.TaskCompletionDate} | Task 12/02/2012
completion
date

{Fields.UserName} User name | Alice Brown

{Fields.UserPreferredName} Users Alice
preferred
name

2.6.4 Readership Terms and Conditions

On this page you can write a message to the user which they must read and accept before
acknowledging they have read the attached document. A default text is provided for guidance
and as with the other messages, this statement can be amended on a per document basis at
a later stage.

1. Fromthe Collaboris Settings main menu, select ‘Configure terms and conditions’.
2. Click ‘OK’ to save any changes you make, or click ‘Cancel to accept the default text.

Reading Terms And Conditions o

Terms and Conditions Message

Specify the terms and conditions message to be agreed by the user when completing Terms And Conditions

a reading task. You are required to read this document. After reading the document tick
the box below and click Confirm. | hereby confirm that | have read the
document that is linked from this page.

0K Cancel
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2.7 Licensing

You need to purchase a licence to use DocRead. Input your licence key in the box provided
and click ‘Add Key’. Details of the licence will appear in the ‘Product License Details’ section.

If you are using the evaluation version of our software then this will already be populated with
a licence key that will last for 30 days from installation.

If you are upgrading to version 3.x from an earlier release, and have not already been provided
with a new licence key, please contact sales@collaboris.com for your new key.

Please check all details are correct before proceeding.

D DocRead Licensing

Central Administration Product License Details
o Product Name: DocRead 2013 Version 3
Application Modules: DocSurvey
Management Version: 3.3.61118.2

Serial Number: 32

Edition: Professional

Monitoring Licensed To: Collaboris Demo
Number Of Licensed Users : 250
Number Of Users Used : 18
Security Remaining Users : 232

Number Of Licensed Sites : 10
Remaining Sites : 5

System Settings

Backup and Restore

Upgrade and Migration

General Application Licence Status: Valid

Settings Number of Evaluation Days: N/A
Remaining Days: Unlimited

Apps Number of Days Used: N/A

Collaboris Settings Database Schema Version: 3.3

Supported Database Schema Version: 33
Expiry Date: 12/31/2016
Install Date: 10/9/2014

Configuration Wizards

Product License Key
License Key:
7290-A1E6-76DC-3761-8298-06B2-7092-35B7
986A-7D10-8CBE-1676-F2A1-C21C-FCCA-C395
920C-4D2B-F358-AD5E-B38F-AGFF-BA75-72ER
E7D5-938F-C005-8839-0473-44DC-24CA-8607

Add Key

2.8 DocRead Reporting Tool

The DocRead Reporting Tool gives enhanced reporting functions and also allows you to
download reports to Excel, PDF files etc.

1. To ensure that the Reporting infrastructure is activated go to Central Admin, Application
Management, Manage Web Applications.
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2. Select the relevant Web Application (this should be the same application that was chosen
for ‘Readership Global Settings’).

SharePoint Newsfeed SkyDrive Sites SP2013\administrator~  £x 2

) sHaRe O

BROWSE WEB APPLICATIONS

BEX oo L BT R G E

@, Managed Paths

Mew Extend Delete  General Authenfication Seif-Service Site User  Anonymous Permission
- Settings ~ [41, Senvice Connections Providers Crestion [ Web Part Security ~ Policy  Policy Policy
Contribute Manage Security Policy
Central Administration Name URL Port

Application SharePoint Central Administration v4 http://clbsp2013:8888/ 2888
Management SharePoint - collaboration.unitedexports.netso http://collaboration.unitedexports.net/ 80
System Settings SharePoint - My.UnitedExports.nets0 http://my.unitedexparts.nat/ 30
Monitaring SharePoint - portal.unitedexports.net80 http://portal.unitedexports.net/ 80

Backup and Restore

Security

3. Under ‘Web Applications’ in the top menu bar, select ‘Manage Features’.

BROWSE WEDB APPLICATIONS

anage r&s(
L?@'Tx _Ij_:} 3 Manage Featu

Iﬁ% Managed Paths
Mew  Extend Delete zeneral
»  Sefttings~ [2) Service Connections

Contribute Manage

4. The ‘Manage Web Application Features’ page will be displayed.
5. Ensure that the ‘Collaboris Reporting Infrastructure’ is active and click ‘Activate’ if not.

Collaboris Reporting Infrastructure

= Enables session state and changes the web.config to enable the )
Collaboris reporting functionality on this web application. Deactivate
IMPORTANT: Activating this feature will enable session state on
all sites hosted by the web application.

Note: DocRead Reporting requires session state to be enabled on your target Web
Applications. Hence, when you click ‘Activate’ this will amend the “web.config” to set session
state (if itisn’t already), but will also cause your Application Pool to recycle on all web front
end servers and application servers. This will cause temporary disruption to your service, so
it's highly recommended you do this out of hours, or during a scheduled maintenance
window.
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2.9 Collaboris Notification Scheduler

2.9.1 Decide where to install the Notification Scheduler

The scheduler is responsible for sending email notifications for assigned, completed or
overdue reading tasks to users. It needs to be separately installed and configured from the
main DocRead system. There are two possible locations to install the Notification Scheduler:

e On one of the SharePoint Application Servers - Use this option if you foresee that you
will not be sending more than a few hundred emails per day.

e On adedicated server outside of your SharePoint Farm - Use this option if you foresee
that you will be sending several thousand emails or more per day. This server will need to
be able to connect to the SQL server that is part of your SharePoint Farm.

Note: To have an idea of the volume of emails that DocRead will need to send just multiply
the number of documents that will be controlled by DocRead by the maximum number of
users targeted by DocRead.

2.9.2 Install the Collaboris Notification Scheduler

1. Logon as local administrator and navigate to the SharePoint directory.

Note: Itis important to launch the scheduler with a domain account who is a member of the
‘administrators’ group on the machine. This is because the user name and password need
to be verified and also because rights to install a windows service are required.

2. Copy the contents of the DocRead Scheduler folder, extracted from the downloaded
DocRead ZIP file, to the server identified in section 2.9.1.

Right click Setup.exe, on the new location, and select ‘Run as administrator’.
4. The DocRead installer set up wizard will now run.

w

Notification Seheaduier Welcome to the Collaboris Notification Scheduler C

Setup Wizard
. Collaboris

D R d The ingtaller will guide pou thiough the steps required to install Collabaris Matification Scheduler on
O C e a your computer.

SWARMING: Thiz computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or ang portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Back Cancel | ‘ < Back | | Mext >
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5. You must read and accept the Licence Agreement terms and conditions by choosing ‘I
Agree’, then click ‘Next'.

6. Select the correct location to install the Scheduler. The default location is

License Agreement (

Please take a moment to read the license agreement now. If you accept the terms below, click "I
Agree”, then “"Next". Otherwise click "Cancel”.

End User Licence Agreement
(last updated 15th November, 2016)

THE TERMS AND CONDITIONS SET OUT IN THIS END USER LICENCE
AGREEMENT (“LICENCE”) FORMS A LEGAL AGREEMENT BETWEEN THE
LICENSEE (AS DEFINED BELOW) AND COLLABORIS LIMITED (COMPANY v

O | Do Not Agree ® | Agree

| Cancel | ‘ < Back ] l Nest > l

Files\Collaboris\DocRead\Scheduler\’ and click ‘Next'.
7. Confirm that you wish to proceed by selecting ‘Next’.

‘C:\Program

Select Installation Folder

Folder:

The installer will install Collaboris Motification Scheduler to the following folder,

Toinstallin this folder, click "Mext". To install to a different folder, enter it below or click "Browse"

C Confirm Installation

Click. "Mest" to start the installation.

®) Everyons

O Just me

C:A\Program Files\Callaboris\DocReadsS chedulert,

Install Collaboris Motification Scheduler for yourself, or for anyone who uses this computer:

Browse...

The installer is ready to install Collaboris Motification Scheduler on pour computer

e

| | < Back | ‘ Next »

< Back

Next »

8. The programs will now install.
9. When completed you will receive an ‘Installation Complete’ screen. Click ‘Close’ to exit.

Installation Complete C

Collaboriz Matification Scheduler has been successfully installed

Click "Cloge" to exit.

Please uze windows Update to check for any critical updates ta the NET Framewaork.

Cancl < Back,
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2.9.3 Configure the Collaboris Notification Scheduler

Once the scheduler is installed on your server you need to configure it for your farm.

1. Browse to the directory where you installed the scheduler.

2. Then right click ‘Collaboris.Readership.Administration.exe’ and select ‘Run as
Administrator’.

Home Share View
| 4 Cut " ﬁ' =] l I @ MNew item ~ 1 i Open FH select all
| < - y 5 L}

W Copy path —‘3 Easy access & Edit Select none
Copy Paste _ Move Copy Delete Rename Mew Properties
[2] Paste shortcut to to - folder - nl:| Invert selection
Clipboard Organize Mew Open Select
i(-:l - 1T | .. ¢ Computer b Local Disk (C:) » Program Files » Collaboris » DocRead » Scheduler »
7 Favorites MName - Date modified Type Size
B Desktop .. Installation 02/08/2013 14:.09 File folder

4 Downloads %, Collaboris.Datafccess.dll K”HG%,-’EC"IE 11:19 Application extens... T1KB
=l Recent places A Collaboris.Readership. Administration.exe ) 2013 11:19 Application 116 KB
%, Collaboris.Readership.DataEntities.dll Application extens... I3 KB
4 Libraries %] Collaboris.Readership.MNotifications.dll Application extens.., 34 KB
@ Documents %| Collaboris.5cheduler.CustomActions.dll Application extens... 11 KB
J’ Music %] Collaboris.5cheduling.dll Application extens.., 14 KB
[E=| Pictures %) Collaboris.Utils.dll Application extens... 108 KB
B Videos [ CollaborisSchedulingAgent.exe Application 12KB
j CollaberisSchedulingAgent.exe.config CONFIG File 4KB
18 Computer %] Commeon.Logging.dll Application extens... 28 KB
iLy Lecal Disk (C:) % Commen.Logging.LogdNet.dll Application extens... 2 KB
] DVD Drive (D:) 15.0. DocRead Software License Agreement.rif Rich Text Format 3G KB
¥ Dropbox (\\W192.1684  [@4 DocReadScheduler.png PMG image 4KB
j Jobs.config COMFIG File 4KB
"ﬁ Network Mj logdnet.config CONFIG File TKB
%) logdnet.dll Application extens... 264 KB
%] Quartz.dll Application extens... 428 KB
L Scheduler_32x32.ico 1CO File 17 KB

3. Enter the service account username (this should be the same value as the scheduler
service account setting used in section 2.6.1).

Note: This user account will need Database Owner permissions over both the ‘Scheduler’
database and the ‘DocRead’ database. This should be the same account as entered on the
Database Settings screen in Central Admin.

4. Enter the relevant password for the service account and click ‘Install Service’.
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<
o
Scheduler Settings

) DocRead Datadase ‘Windows Senace Name : Collaboris Scheduling Service
ServiceStatus Ruring
Stant / op Service S0p
Service Account.

Usernane [SP20100enc\Helen

Update Account

Cancel o

5. Select ‘Email Settings’ from the left navigation menu.

6. Enter the relevant settings to connect and authenticate to your email server under the
Authentication section.

7. Optional - Under the Copy Details section provide an email address that will be copied (or
blind copied) in on ALL emails sent by the scheduler (this is an optional setting and can be
left blank).

8. Optional - You can also configure the scheduler to send a copy of the emails to a users’
line manager by simply checking the relevant ‘Overdue’, ‘Completed’ or ‘Assigned’ boxes.

4 Notification Scheduler Config Tool

Email Settings

| DocRead Database

Authentication

SMTP Server:
Port:

From Ermail Address
Enable S5L:

SMTP Server Requires Authentication :

Outgoing Password:
Outgoing Password (Canfirm) :
Copy Details
€C Email Address (Optionial) :
BCC Email Addre ss (Optional :

CC the Line Manager when the task is
Overdue
Cornpleted :
Assigned:

smtp.officedss.com

587
[mariynmonroe@collaboris.cor
9

I3

[marilyn.monroemcollaboris

Note: This function will only work for a users’ immediate line manager and is only possible if
the ‘Manager’ field is completed within Active Directory (as shown below)
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td anager

M arne: IHeIen Jones

Change... I Froperties Clear

9. Select ‘General Settings’ from the left navigation menu.
10. Enter your company name (as you want it to appear in the email confirmation messages).

11.Check the box if you want overdue email reminders to be sent on a repeating schedule
until the user completes the assigned required task (recommended).

Q Motification Scheduler Config Tool Eq
File  Help

E5 Scheduler
[0 Email Settings General Settings
General Settings

| Scheduler Database
| DocRead Database Organisation MNarme : Collaboris Ltd.

Send Owerdue Repeatedly v

12.Select ‘Scheduler Database’ from the left navigation menu.

13.Enter your SQL server name and scheduler database name (these values should be the
same as for DocRead Database Server Settings and DocRead database settings used in
section 2.6.1).

Q Motification Scheduler Config Tool
File  Help

=5 scheduler
[0 Email Seftings Scheduler Database Settings
General Settings
E Al Scheduler Database

| DocRead Database Server Mame: I j Refresh |

Log on tao the server

& Use Windows suthentication
" Use 5oL Authentication

User Mame : I

Paszward I

Confirm Password I

Dakabase Mame: IScheduIerDatahase j Refresh |

14.Choose Windows Authentication (SQL authentication cannot be used by the DocRead
database server).
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15. Select ‘DocRead Database’ from the left navigation menu.

16.Enter the same server name as before and the DocRead Database name used in part
2.6.1.

4 Notification Scheduler Config Tool E3
File  Help

= (5 scheduler
B=] Emnail Settings
General Settings
) &cheduler Database
B CocRead Database

DocRead Database Settings

Server Mame: I

j Refresh |

Log on to the server

% Lse Windows Authentication
" Use 5QL Authentication

User Marne : I

Password I

Confitrn Password I

Dakabase Manne: IDocReadDatabase j Refresh |

17.Click ‘OK’ to finish. Your DocRead Email notification system is now fully configured and
ready to send emails.
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2.10 Installing the Charting Web Parts

DocRead ships with four chart web parts that provide different graphical representations of
Reading Tasks. The web parts are contained and deployed in a separate WSP called
‘Collaboris.Readership.Charting.Solution2013.WSP’ (this will have the same name even if
you are using SharePoint 2016). To use these web parts on a particular web application, you

need to deploy the WSP to that web application. The following instructions explain how to do
this.

Note: Deploying the WSP to a web application will cause new entries to be placed into the
web.config of that application, resulting in the Application Pool recycling.

1. From Central Administration select ‘System Settings’ then ‘Manage Farm Solutions’ to
arrive at the ‘Solution Management’ page.

2. Click on the ‘collaboris.readership.charting.solution2013.wsp’ (this will state 2013 even if
you are using SharePoint 2016).

Solution Management o

Name Status Deployed To
collaboris.readership.charting.solution2013.wsp @ — Mot Deployed MNone
collabaris.readership.solution2013.wsp Deployed Globally deployed.
collabons.sharepoint.common.sclution2013.wsp Deployed Globally deployed.
collaboris.sharepoint.quiz.solution2013.wsp Deployed Globally deployed.

3. Click on ‘Deploy Solution’.

Solution Properties

/

Deploy Solution | Remove Solution | Back to Solutions

Mame: collaboris.readership.charting.solution2013.wsp
Type: Core Solution

Contains Web Application Resource; Yes

Contains Global Assembly: Yes

Contains Code Access Security Policy: Mo

Deployment Server Type: Front-end Web server

Deployment Status: Mot Deployed

Deployed To: Mone

Last Operation Result: Mo operation has been performed on the solution.
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4. Select one (or more) web applications where you wish to use the web parts on. Click ‘OK’.

Deploy Solution o

Solution Information

. _ MName: collaboris.readership.charting.solution2013.wsp
Information on the solution you
have chosen to deploy.
e Locale: 0
Deployed To: Mone
Deployment Status:Mot Deployed
Deploy When?

Choose when to deploy the solution:
A timer job is created to deploy pioy

this solution. Please specify the ® Now
time at which you want this (O At a specified time:

solution to be deployed. | 7/29/2013 |

Deploy To? o _ )
The colution contains Web Choose a Web application to deploy this solution:

application scoped resources and |f"'-“ content Web applications

should be deployed to specific

Web applications. Please choose Waming: Deploying this solution will place assemblies in the

the Web application where you global assembly cache. This will grant the solution assemblies full
want the solution to be deployed. trust. Do not proceed unless you trust the solution provider.
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3 Activate and configure DocRead on a SharePoint site

3.1 Activate DocRead Site Collection Features

Now that an Administrator has configured DocRead within SharePoint Central Administration,
you need to enable the DocRead functionality on your site collection home page.

1. Logon to SharePoint as a Site Collection Administrator.

2. Onthe main Site Collection home page, select ‘Settings’ then ‘Site Settings’.

3. Under ‘Site Collection Administration’, select ‘Site collection features’.

Site Collection Administration
Recycle bin

Search Result Sources

Search Result Types

Search Query Rules

Search Schema

Search Settings

Search Configuration Import
Search Configuration Export

Site collection features @ ———
Site hierarchy

Site collection audit settings
Audit log reports

4. Click the ‘Activate’ button for ‘DocRead Charting Webparts’ and ‘DocRead Site Collection
Features’.

B DocRead Charting Webparts Actioate
Deploys the DocRead Charting Webparts.

DocRead Site Collection Features

B Deploys the DocRead functionality to the current site collection. IMPORTANT: If an Activate
exception occurs (such as a licensing error) please examine the DocRead logs in Central
Admin.

3.2 Activate DocRead Functionality

Now you need to enable the DocRead functionality within your chosen SharePoint Sites.

Normally, DocRead should be enabled on sites that contain libraries with policies and
procedures within them. However, DocRead can be used to send any item / document
contained in a SharePoint document library or list to any group of users, soit’s up to you where
to use DocRead.

You need to repeat these steps for every Site where you wish to use DocRead.

1. Logon to SharePoint as a Site Collection Administrator.
2. Within the main Site Collection home page, select ‘Settings’ then ‘Site Settings’.
3. Under ‘Site Actions’, select ‘Manage site features’.
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Site Actions

Manage site features €E—
Save site as template

Enable search configuration export
Reset to site definition

Delete this site

4. Click the ‘Activate’ button for DocRead Site Features, DocRead Reporting and DocRead
Default Reports. If DocRead reporting hasn’'t been configured within Central Administration
it will raise an error when clicking ‘Activate’.

Note: You will not be able to activate the ‘DocRead Site Features’ if the relevant DocRead
site collection hasn’t been activated.

—— DocRead Default Reports

| .4 ) Activate
Deploys the default DocRead reports to the current site

- DocRead Repaortin

| R perting Activate
Deploys the DocRead reporting functionality to the current site
DocRead Site Features

| t Deploys the DocRead functionality to the current site. IMPORTAMT: Uninstalling this Activate
feature will remove all DocRead functionality from this site and it will delete all reading
tasks assigned to documents on this site.

3.3 DocRead Site Settings

1. Go back to the Site Settings page and scroll down to find the DocRead section.
2. Select ‘Site Settings’.

DocRead

Site settings - —
Process site reading tasks
Site tasks

Synchronise site documents

3. The ‘Lock Audiences’ box should only be selected if you want to ensure that new audiences
cannot be assigned to documents on this site. If this option is enabled reading tasks will
still be processed and assigned to users as hormal but new audiences cannot be assigned
to documents.

Lock Audiences
Lock Audiences [ ]

Lock audiences so that néw audiences cannot be assigned to
documents on this site, If this option is enabled reading tasks will
still be processed and assigned to users as normal but new
audiences cannot be assigned to documents.
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4. Select ‘Add List’ to select the document libraries or lists you wish to be enabled with
DocRead functionality. You may choose as many as you wish, or you may prefer to
dedicate some specific libraries solely for DocRead use. It is recommended that you keep
these to a minimum to ensure that DocRead is not used for unimportant or confidential
items.

Lists

Please select the lists that you want to attach to DocRead. You can also Add List
choose the "Comments® and the "Document D" fields if you want

Dochead to use those fields when assigning reading tasks to users

Note: Although SharePoint may have many Document Libraries and lists, itis not necessary
to enable DocRead on them all. DocRead should only be enabled on those Document
Libraries or lists where items in those libraries are intended to be distributed throughout the
organisation via DocRead. DocRead does not need to be enabled on Document Libraries
or lists that are used to contain static information which will not be distributed.

Lists

Please -_EE|ECI tr‘"E' ists that you want to attach Site list

to DocRead. You can also choose the

"Comments” and the "Document ID" fields if Please select... ﬂ
you want DocRead to use those fields when Comments Column

assigning reading tasks to users. Select calumn ﬂ

Document ID Column
Select column ﬂ

Delete

5. If required you can select a Comments Column and Document ID Column from the drop
down list. These columns will be used when assigning documents to users. For example,
if you select a comments column that specifies what has changed in the latest version, this
will be displayed to the user (in both the task information panel and the email notifications)
so their attention may be focused on the relevant parts of the document.

Note: If your organisation uses a Document ID service to ensure your documents are
uniquely identifiable, select it here and DocRead will track and record it for you. This can be
useful for auditing purposes.

6. Select the correct groups of users (you can select more than one group if wished) to
become the DocRead Site Collection / Site Administrators and DocRead Publishers from
the list of available groups in your environment (users may belong to both groups if wished).

DocRead Site Collection Administrators have access to the DocRead Site
Collection reports.

DocRead Site Administrators will be allowed to view reports at site level and process
site readerships.

DocRead Publishers are allowed to assign readership groups to documents / items
needing to be published via DocRead.
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DocRead Site Collection Administratars

Please select the group of users that will have permissions to see DocRead
Reports scoped at the site collection level.

Site group:
DocRead Admins % Policy Creation Team Owners ¢

DocRead Site Administrators

Please select the group of users that will have permissions to see DocRead tasks
for all site users,

Site group:
DocRead Admins M

DocRead Fublishers

Please select the group of users that will have permission to assign DocRead
audiences to documents. || Dodlead Publishers 3¢ ” Approvers M | |

Site group:

Note: It is important to consider how many publishers you wish to allow. If you only allow a
few users to have this permission, anyone wishing to publish a document via DocRead will
have to approach them for help. On the other hand, if you allow all users to assign readership
groups, you may end up with thousands of unnecessary documents being distributed
throughout your organisation, which will add extra processing load onto SharePoint. We

recommend that fewer is generally better.

7. Force View Document specifies whether the user must open and download a document
before they are able to read and confirm it. This option is set globally for the SharePoint
Farm during the installation and initial set up process and may be turned off at individual
site level on the Site Settings page. We recommend leaving this checked so that you can
ensure users have at least opened the document.

Farce Yiew Document

Select this option if you want to force users to view a document before lE Enable force view document.

they can confirm that they have read it.

8. Defaultto confirmation tab makes the ‘Confirmation’ tab of the DocRead Task Details panel
the default tab when the panel is displayed to users.

Default to Confirmation Takb
Makes the ‘Confirmation’ tab the default active tab on the task [ Default to Confirmation Tab

details panel.

@ Collaboris | DocRead for SharePoint 2013 & 2016 : Installation Guide Page 32



DocRead Task Details

‘ Task ‘ Document Confirmation

M

Reading is Overdue.

The time allocated for you to read this

documnent has elapsed.

Terms and Conditions

You are required to read this documeft. After reading the
document tick the box below and click Confirm. | hereby confirm

that | have read the document that is

Confirmation tab selected by default

|:|Iagree

[~

View Document

inked from this page 1.

| Close |

9. The ‘Enable Global Audiences’ section determines if DocRead Publishers are allowed to
use SharePoint Global Audiences to assign DocRead tasks. This option is not available on
SharePoint Foundation or on DocRead Team or Standard editions.

Enable Global Audiences

DocRead tasks.

Determines if SharePoint global audiences can be used to assign

[l Enable Global Audiences

Note: If you enable Global Audiences on a specific site DocRead Publishers will not be able
to directly assign DocRead tasks to AD groups or individual users on that site. Indirect use
will still be allowed (Publishers will still be able to nest AD groups or users into SharePoint
groups and then use those SharePoint groups as DocRead Audiences).

10. Click ‘OK’ to save your selections.
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4 User Management

The User Management option in the Collaboris Settings Configuration section provides details
of all of the users who have been assigned a DocRead licence. Licences are assigned to a
user when the first DocRead task is assigned to them, so over time you may find that some of
these users leave your organisation and you may wish to free up their DocRead licence for
another user. You can also amend user’s names (if they get married for example) and also
delete users from within this section.

H:‘ Collaboris Settings
Central Administration F Configuration /

Application “ﬁ Global settings | Licensing Configure messages  Configure terms and conditions | User Management
Management
System Settings M“'J Monitoring
- Event logs
Monitoring
Backup and Restore Databases
Security Database settings
Upgrade and Migration ETQ Installation and Upgrades
General Application P& Upgrade | Uninstall

The User Management section will initially list details for each user that has a DocRead
licence currently assigned to them.

User Management

Central Administration Total users: 16
Application Preferred name: User name:
Management

Search
Systemn Settings

Menitoring Users
Backup and Restore o .
Preferred Name User name Email Manager Manager Email
Security Administrator sp2013\administrator
Upgrade and Migration . . . .
Demo Admin 5p2013\demo.admin Demo.Admin@unitedexports.com
General Application
Settings Foya Farrington sp2013\foyafarrington Foya.Farrington@unitedexports.local sp2013\frankfarrington
Apps Frank sp2013\frank.farmington Frank.Farrington@unitedexports.local
B R Farrington
Collaboris Settings
Freddy sp2013\freddy.farrington Freddy.Farrington@unitedexports.local sp2013\frank.farrington
Configuration Wizards Farrington

Clicking on a specific user name will display a context menu that will allow you to perform the
following actions over the selected user account:
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Foya sp2013\foyafarrington

Farrington

@ User Audiences sp2013\frank.farrington

&, Change Name sp2013\freddy.farrington

5] Delete Account
FTEUUy Fawierr 5p2ﬂ13"|.‘fr9dd'_y’.fEWEEtt

1. User Audiences - This option displays a list of all of the user groups and audiences that
person is a member of.

User Audiences x
Mame Audience Type Login Mame
All Staff SPGroup All Staff
Engineering Staff SPGroup Enginesring Staff
First Aiders SPGroup First Aiders
Policies Portal SPGroup Policies Portal
Owners Owners
Test Group A SPGroup Test Group A

2. Change Name — Allows you to amend the users name or preferred name which can
be helpful if they have recently got married or changed their name for any reason.
Simply input the new values and click ‘Ok’.

Change Username

Current Values

Preferred Name: Hugo

User Name: clbdevihugo

Mew Valuss

Preferred Name: | Hugo |
User Name: | clbdevihugo |

Ok Cancel
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3. Delete Account — Deletes the user account and all related tasks (reading receipts
will not be deleted). This will release the user license associated with the user.

Note: You need to ensure that the user account has been removed from all DocRead
audiences (SharePoint groups, AD groups and\or SharePoint Audiences) assigned to
documents otherwise DocRead will re-add the user account and continue to assign
tasks to the user. In order to check what DocRead audiences the user is assigned to
please use the ‘User Audiences’ option described above.
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5 View and Manage the Event Logs

The DocRead Event Log page displays a log of the various events that occur during
processing. The Event Log section at the bottom of the page can be filtered to show more

details about the events.

Please check this log regularly to ensure no errors are encountered.

DocRead Event Logs

Processing Results

This section displays the DocRead processing

- Processing Results
results, The displayed results are only a

This section displays the
detailed DocRead event

log.

Event log

summary indicating if there were emors Date = Type Title Service Message
processing the reading tasks, For a detailed
view please check the event log section below, Successfully processed readership
73172013 . . . Lo
3:53:51 PM Success Finished processing web changes.  Readership processing job forweb
o *httpy//portal unitedexports.net’
773172013 Successfully processed readership
3:53:03 PM Success Finished processing web changes.  Readership processing job forweb
o *http://portal unitedexports.net’
713172013 Successfully processed readership
3:27:44 PM Success Finished processing web changes.  Readership processing job for web
o *hitp://portal unitedexports.net’
/3172013 Successfully Syncronised '3' Users i
2:08:52 PM Success Line Managers Line Manager Synchronisation Job
/3172013 Success in synchronising all . .
3:08:52 PM Success audiences Audiences Synchronisation Job
773172013 3
2:32:38 PM Success Successfully processed all changes Readership processing job
Event Log
Event type

Date «

8/10/2015
5:20:51 PM

Type

Title

Service

Error running update Survey Stats

job. {0}

DocSurvey

To see more information on a particular event simply click it and a pop-up dialog will display

with more detail on the event.

Log entry

Entry Type:
Error

Service:

Audiences Synchronisation Job

Title:

Licence viclation.

Message:

Collaboris.Licensing.Exceptions.LicenseViclationException: License for product DocRead
2013 Version 3 cannot be found.
at Collaboris.Licensing.LicenseManager.(String productMame, Boolean checkEval)
at Collaboris.Licensing.LicenseManager.GetUncachedLicenseinfolBoolean checkEval)
at Collaboris.Readership.Managers.ReadershipLicenseManager.GroupsOnhy)
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To ensure the event logs do not get too large, they can be cleared manually or events older
than a set number of specified days may be removed. Simply enter the number of days you

wish to keep event records for and click ‘Set’. The default number of days is 120.

Clear event log

Remowes all entries from the event log.

Event Log Settings

The numkber of days used to keep the log.

Clear log

120

Set
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6 Upgrade DocRead to a new Version

Upgrading DocRead may require files on all front ends to be updated and/or changes in SQL
to be applied.

Note: Please test every upgrade on a copy of live (test) farm before running on live. If you
need a Non Production Licence to do this, then one can be arranged for the duration of the
upgrade cycle free of charge.

Note: If you are on DocRead version 2.2 or below you need to first upgrade to DocRead
version 2.7, before upgrading to version 3.5.

6.1 Pre-upgrade check list.

Before starting the upgrade please ensure you have carried out the following activities.
v' Backed up the SharePoint configuration database.
v' Backed up the SharePoint content databases (for all sites where DocRead is enabled).
v' Backed up the DocRead database.
v' Tested the upgrade on a test farm.

6.2 How to back-up the databases

To perform a backup of the content and config databases in SharePoint 2013 or 2016, please
refer to this link: http://technet.microsoft.com/en-us/library/ee428327.aspx

To perform a backup of the DocRead database please refer to this article:
http://msdn.microsoft.com/en-us/library/ms187510.aspx

6.3 Steps to upgrade DocRead

Note: Please be aware that following these instructions will cause your web applications
worker process to restart. If you are performing the upgrade on a production server we
recommend that you follow these steps out-of-hours.

1. Uninstall DocRead via ‘Control Panel > Programs > Uninstall a program’. This will not
remove DocRead from your SharePoint Farm so you will not lose any data. This simply
removes installation files (such as WSPs) from the local file system.
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Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize =  Uninstall Change  Repair

-

MName Publisher Installed On  Size WVersion

|E~ﬂActive Directory Rights Management Services Client 2.1 Microsoft Corporation 227072013 403 MB  1.0.959.0

Adobe Reader XI (11.0.09) Adobe Systems Incorporated 09/10/2014 184 MB  11.009

S AppFabric 1.1 for Windows Server Microsoft Corporation 211272012 1.1.2106.32
' DocRead Collaboris 13/01/2015 13.2MB 150

& Google Chrome Google Inc, 2371272012 39.0.2171.95

2. Download the latest version of DocRead from the link supplied in the upgrade email.

3. Select ‘Run As Administrator’ for the DocRead setup.exe file and allow the installer wizard
to run. When you get to the ‘Install Options’ screen do not select ‘Deploy Solution To
SharePoint’. Please note, as the solution packages are already installed within your
SharePoint farm, the ‘deploy’ option is meaningless. (Full installation instructions are
available in section 2.4 if you wish to refer back to them.)

4. Wait for the installer to finish updating all the files deployed by the previous version (this
can take several minutes depending on the size of your farm).

5. Restart your SharePoint timer job by going to the windows ‘Start Menu > Administrative
Tools > Services’, right click on ‘SharePoint Timer Service’ and select ‘Restart’.

6. Performan IISRESET on all servers in your Farm to ensure that the latest components are
loading into memory.

Note: It is vitally important that you restart your SharePoint Timer Job and perform an
[ISReset on all Web Front Ends and Application servers in your farm. Failure to do this
step may cause files to be locked and the upgrade to fail.

After these steps your solution packages should now be upgraded to the latest version of
DocRead.

You may still need to upgrade your Database and/or SharePoint components. To upgrade
these - follow these steps:

7. Navigate to SharePoint Central Administration.
8. Click on the ‘Collaboris Settings’ menu heading to go to the full Collaboris menu.
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sk

Central Administration

Application
Management

System Settings
Monitoring
Backup and Restore

Security

Upgrade and Migration

General Application
Settings

Apps
Collaboris Settings

Configuration Wizards

\E“ Application Management
hanage web applications
Create site collections

Manage service applications
Manage content databases

1 Monitoring
w Review problems and sclutions

Check job status

|/_ 1 Security
Manage the farm administrators group

Configure service accounts

i< General Application Settings

L & Configure send to connections
Configure content deployment paths
and jobs

Manage form templates

Collaboris Settings e

Database settings
Global settings
Licensing

Event logs

¢20,  System Settings
™\ ¥ —| Manage servers in this farm
= ;
Manage services on server

Manage farm features
Configure alternate access mappings

‘%g Backup and Restore
R4z

4. _3 Perform a backup
=" Restore from a backup
Perform a site collection backup

Uparade and Migration

é Convert farm license type
Check product and patch installation
status

Check upgrade status

Apps

Manage App Catalog
Manage App Licenses
Monitor Apps

¥, Configuration Wizards
R\ Confi

9.

From the ‘Installation and Upgrades menu, select ‘Upgrade’.

B>

Central Administration

Application
Management

System Settings
Monitoring
Backup and Restore

Secunty

Upgrade and Migration

General Application
Settings

Collaboris Settings

_;Fé?; Configuration

Global settings = Licensing Configure messages Configure terms and conditions | User Management

Monitoring
Event logs
Databases

Database settings

E Installation and Upgrades
ﬁ Upgrade Uninstall

10.1f you haven't already - backup your existing DocRead database and check the box to
confirm this has been completed. If the upgrade fails you will need this to restore.

11.1f the ‘Upgrade’ button in the ‘Upgrade the DocRead database’ section is enabled, click it.
Wait until it completes (this could take a while).

@ Collaboris | DocRead for SharePoint 2013 & 2016 : Installation Guide

Page 41




D

Central Administration Upgrade the DocRead database

To upgrade your DocRead database to the
Iatest version, click the ‘'upgrade’ button.
WARNING! Before upgrading your
database please backup your DocRead
and SharePoint content

Application
Management

System Settings

Monitoring
Backup and Restore

Security Upgrade DocRead SharePoint components

To upgrade your DocRead SharePoint
components (such as features, web.config
files and web parts), click the ‘upgrade’

Upgrade and Migration

General Application

Settings button.
WARNING! Upgrading may result in a
Apps temporary loss of service as web.config

amendments may be required, causing

Collaboris Settings application pools to recycle.

Configuration Wizards

Upgrade Collaboris Applications o

Current Database version - 3.2

Required Database version - 3.3

M1 have backed up and verified the current DocRead database.

‘ Upgrade ‘

L

| understand that by clicking ‘upgrade’ will cause the applications that

DocRead is activated upon to become temporarily unavailable.

Close

12.If the ‘Upgrade’ button in the ‘Upgrade DocRead SharePoint components’ section is
enabled, click it. Wait until it completes (this could also take a while so please be patient).

hours.

Note: this may result in a temporary loss of service so please complete this out of business

>

Central Administration Upgrade the DocRead database

To upgrade your DocRead database to the
latest version, click the 'upgrade’ button.
WARNING! Before upgrading your
database please backup your DocRead
and SharePoint content databases.

Application
Management

System Settings
Monitoring

Backup and Restore
Security Upgrade DocRead SharePoint components

To upgrade your DocRead SharePoint
components (such as features, web.config
files and web parts), dlick the ‘upgrade’

Upgrade and Migration

General Application

Settings putton.
WARNING! Upgrading may result in a
Apps temporary loss of service as web.config

ts may be requi
application pools to recycle.

d, causing

Collaboris Settings

Configuration Wizards

Upgrade Collaboris Applications o

Required Database version - 3.3
Current Database version - 3.3

W/ | have backed up and verified the current DocRead database.

Required DocRead SharePoint version - 3.3
Current DocRead SharePoint version - 3.2

M| understand that by clicking ‘upgrade' will cause the applications that
DocRead is activated upon to become temporarily unavailable.

-
‘ Upgrade

Once completed both sections of this screen
versions are the same.

should indicate that the required and current
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sk

Central Administration

Application
Management

System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Apps
Collaboris Settings

Configuration Wizards

Upgrade Collaboris Applications o

Upgrade the DocRead database

To upgrade your DocRead database to the
latest version, click the ‘upgrade’ button.
WARNING! Before upgrading your
database please backup your DocRead
and SharePoint content databases.

Upgrade DocRead SharePoint components

To upgrade your DocRead SharePoint
components (such as features, web.config
files and web parts), dlick the 'upgrade’
button.

WARNING! Upgrading may resuit in a
temporary loss of service as web.config
amendments may be required, causing
application pools to recycle.

Required Database version - 3.3
Current Database version - 3.3

&' | have backed up and verified the current DocRead database.

Required DocRead SharePoint version - 3.3
Current DocRead SharePoint version - 3.3

! | understand that by clicking "upgrade’ will cause the applications that

DocRead is activated upon to become temporarily unavailable.

Close

13.1f you have upgraded from version 1.x or 2.x of the software ,please now go to the
Collaboris licensing screen (in SharePoint Central Administration) and input your new
licence for DocRead version 3 (licences for version 1 or 2 will not work).

14.Perform an IISRESET and restart your SharePoint Timer Job on all Web Front Ends and
Application Servers.
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6.4 Upgrading the Collaboris Notification Scheduler

Note: Any modifications made to ‘Jobs.config’, ‘Log4net.config’ or the
‘CollaborisSchedulingAgent.exe.config’ files need to be backed up and re-applied.

1. Uninstall the Collaboris Notification Scheduler via ‘Control Panel > Programs > Uninstall a
program’. This will not affect any notification data already on the DocRead database.

2. Select ‘Run As Administrator’ for the Notification Scheduler setup.exe file (provided in the
upgrade email notice) and allow the installer wizard to run.
Configure the Notification Scheduler as before.

4. Please ensure that the Scheduler database name and the DocRead database name that
you use when configuring the new Scheduler are the same as the values already
configured in the DocRead database settings page in Central Administration. This process
is described more fully in section 2.6.1.

w
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7 Uninstall

7.1 To Uninstall DocRead from your Server Farm

When DocRead is uninstalled from SharePoint this will completely remove all reading tasks
and any data relating to them. If you think you may need this data again in the future,
please backup the DocRead database first.

The uninstall process will not remove any DocRead web parts from pages in your sites. You
must remove them manually or via a Powershell script, prior to running this. Failure to do this
will result in errors on those pages.

1. Onthe server where you installed DocRead go to ‘Control Panel > Programs > Uninstall a
Program’
2. Highlight DocRead and select ‘Uninstall’.

3. Follow the steps on the Uninstall Wizard. This will not remove or retract the solution
packages from SharePoint, it merely removes the files on the application server. To
completely remove DocRead follow the next steps.

4. Connectto SharePoint Central Administration home page.
5. Navigate to ‘Collaboris Settings > Uninstall (under the Installation and Upgrades section)’.

Uninstall Collaboris Applications

Uninstall Collaboris Applications

job that removes the DocRead functionality from all the sites where in this farm. M1 understand that clicking uninstall will delete all the data
This will delete all DocRead related data. stored with the Collaboris Applications database. This may

This operation cannot be undone. include DocRead Reading Tasks and DocSurvey statistics.

Creates a timer job

Uninstall

Close

6. Read the warning and select the box if you wish to proceed with the Uninstall.

Warning: Uninstalling DocRead will delete all DocRead related data stored in SharePoint
and in the Collaboris Applications Database. This action cannot be undone.

7. Press the ‘Uninstall’ button. This will create a timer job that will remove DocRead and any
associated modules (e.g. DocSurvey) from your SharePoint farm.

8. Wait 15 minutes to give enough time for the Uninstall timer job to finish (this time will depend
on the number of SharePoint Sites where DocRead was installed).

9. In Central Admin select ‘System Settings’ on the left menu.

10. Select ‘Manage Farm Solutions’.

11. Select the ‘Collaboris.readership.solution2013.wsp’ solution (this will state 2013 even if you
are using SharePoint 2016).

12. Select ‘Retract solution’.
13. Select ‘All Content Web Applications’.

Note: You might needto repeat step 11 and 12 but this time selecting the central admin web
application instead of ‘All Content Web Applications’ to ensure that DocRead is removed
from the central administration web site
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14.Go back to the solution management page (same as the one in step 9).
15. Select Remove solution.
16.Repeat steps 9 to 15 to remove the ‘collaboris.sharepoint.quiz.solution2013.wsp’ solution

package if you have installed the DocSurvey module on your farm (this will state 2013 even
if you are using SharePoint 2016).

17.Repeat steps 9 to 15 to remove the ‘collaboris.readership.charting.solution2013.wsp’
solution package if you have installed the Charting Web Parts.

7.2 To Uninstall the Collaboris Notification Scheduler

1. On the server where you installed DocRead from go to ‘Control Panel > Programs >
Uninstall a Program’.

2. Highlight Collaboris Notification Scheduler and select ‘Uninstall’.
3. Follow the steps on the Uninstall Wizard.
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8 Support

We hope you have found this guide easy to follow and have successfully installed DocRead.

If you require any further information please contact our support team by raising a ticket on our
helpdesk system at https://www.collaboris.com/support/ .

@ Collaboris | Docread for SharePoint 2013 & 2016 : Installation Guide Page 47


https://www.collaboris.com/support/

